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WimiXi [SUBJECT of the invention] 

The controlled device connected to the local 

i:i;i^;^;ii^tifefeft'J^^g^ , ^ — area network Is controlled from a local controller 

or a remote controller. 



mXm^mMi- [PROBLEM to be solved] 

W^M^M&^^^-^^^ When a controlled device connects with a 

network, the control program which controls 
itself is installed in a local controller, and a local 

::::::::ii.;:tiz::-i:i^^ controller controls a Controlled device by the 

:::>4-^;^>jy:a:^^^ Installed control program. 

^^^i/i<;^^ Moreover, when a control program is Installed, a 

i:iil#^g!^^^ local controller registers the detailed information 

i^^l^Sf^'^r on a controlled device into a remote controller. 

;:iS^;^jt#;^v1^^^ A remote controller installs in a local controller 
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:t?;'Tr;7;{^\i;;;;y;-^;-^^ the control program which it updated, when an 

::j5::(£:1^^jii]'^^<^ update of a control program is performed. 
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;;[#i^f|^©iii;l;;; [claims] 



iiliti^Jii:;];:; [claim i] 

:ti4ri:^/t!i::i^^^ A remote control system comprising a local 

i^Mi control device which manages more than the at 

f least 1 control connected by the local area 

network, and more than the at least 1 controlled 
device controlled by a local control device, 
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iMi^®;<^;;':;:|5^^ wherein, in the system which comprises remote 

-f?^^^ control devices placed at more than at least 1 

j'^:^ ;<r- i^:^ remote connected in a wide area network, the 

■Sagl^-i^fe above-mentioned controlled device installs in 

;:;$»:iifi5t the above-mentioned local controller the control 

f^ti^^ program which controls a self-apparatus. 



:;:;;[|f^a;2;:l;;; [claim 2] 

;:ft^?^:i;it£^ The remote control system in Claim 1 which 

installs the control program with which the 
above-mentioned local controller controls the 
above-mentioned controlled device from the 
above-mentioned remote controller. 



; : [CLAIM 31 

;ft^^:litei^ The above-mentioned controlled device in 

Claim 1 transmits the information on the 
^^^^^/^^^ apparatus to the above-mentioned local 

>p:^W controller, the above-mentioned local controller 

iijiiiiB^ii^S^ generates control information using the 

-^^i^'^ information and above-mentioned control 

liif :^:|>;|J:;fai^ program, and the remote control system which 

controls the above-mentioned controlled device 
^S^i^yJpl by transmitting the generated control 

;:^o;;:;^^^^^^^"^^^^^^^^*^^^-^^ ' ^ • information to the above-mentioned controlled 

device. 



[CLAIM 4] 

in claim 1, the above-mentioned remote 
'fi'^MM controller or the apparatus of the system 

exterior transmits a message to the 
above-mentioned local controller, and the 
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remote control system by which the 
ii^^t^-:^]^^ above-mentioned local controller controls the 

^^M^^ above-mentioned controlled device according to 

the message. 



^^^WM^'^: [CLAIM 5] 

if#^?X;i;:te^ A remote control system wherein the 

:;ii;B?i?^;^?^^ above-mentioned local controller in Claim 1 

^^^M!^^ analyzes the content of a message to the 

^^^^^ message transmitted from the above-mentioned 

^i^^^-^ controlled device, and a message is transmitted 

to the predetermined above-mentioned remote 
controller or the apparatus of the exterior of a 
^BM^^MMM^ system. 



: ; 6 ] : [CLAIM 6] 

i Iff^S® i The remote control system which transmits the 



:;ifeiit:tJ?M information which performed scrambling, 

wherein the electronic authentication which 

;:fiE^:^;MW^ attests the apparatus of a transmitting agency is 

added when performing transmission of the 

i"^:^ i^^Ui^ message and control program in Claim 1. 



•t^M^illli [DETAILED DESCRIPTION of the 

INVENTION] 



x:[:0::0::G.:l:J:;: [0001] 



[TECHNICAL FIELD of the Invention] 

This invention relates to a remote control 

^ifc:P^:$oW"''" system. 



;;[;;q:;q:;6;:;2;:]::: [0002] 

WM^^MV: [PRIOR ART] 
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(1 ) The microcomputer is carried in most of the 
present domestic electrical appliances and the 

y^^^^^^"^ control sections of an automobile. 

:;$i|p"pf$;;;:^ Since control is performed according to the 

MM"^ control program written in ROM, compared with 

the product which is not equipped with the 
conventional microcomputer, the high degree 

i^s control of these products are being attained. 

Even if the hard fundamentality ability of a 
microcomputer does not change, a program is 
improved, and it is possible to raise the 
accuracy of control of a new product, and 

:fiR] ^B;^;:^ control on various conditions can be performed. 



;;;;;[::o::0;:Q^^ [ooos] 

yy^<^i^^ (2) For example, according to Nikkei 

Wi^^^i^ communication No. 226 (July, 1996), the 

■ system which comprises a network computer 

; SiJ^i Si^ ( NC hereafter) and a network has the following 

yi^^^M^:^ characteristics. 



Sltl ^Q p 4^ [0004] 

: : t a i):::^^^ (a) It is not necessary to give installation of an 

application program, and a update of OS 

io-iir^-^l i^!^ separately to each client apparatus, and the 

newest versions can be installed in the 
apparatus which always comprises a system all 
at once by making it carry out to a management 
server connected to the network. 
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;;;;;:;:[^);;o^ [ooos] 

(b) Since the unified control and operation 
^M'^^"^^ management of a software on a control 

^^M"^^ management server are easily realizable, 

ixjEsit^^ setting to prevention of illegal copy, a 

simultaneous switching of a system, etc., the 
'^^^M^^it^^^ process of operation management can be 

reduced. 



;;;;;;x[;:G;:t);:b:;:6:i;: [0006] 









:1> I?: Thus, in NC, while management of eacli client 








{: T:^¥: apparatus connected with the network can be 








^--/;n|:l centralized on a control management server, 








:^ -:JS processing can maintain the form of distribution. 











[0007] 

ixitiS;):;-;^ (3) For example, PC network environment of 

WindowsNT which is the operating system of 
W^^ji^^M^^ PC according to the OPEN DESIGN No. 8 

:;fe;^;:^:i:v^ e-mail system perfect master CQ publishing 

company, (a) LAN Manager environment 

(b) NetWare environment 
•J^fS:;:" (c) Macintosh environment 

; ; t a:^: ;::L (d) Asynchronous connection 

It is divided roughly into these. 
^ t> 'n (a), a domain management function, a user 
:;:;:t:t:);:;:M;a^ management function, the confidential relation 

;;;:^:;d;);:::|^ assembly function of a domain, a security 

itei^MlJ^iii^ model-construction function, and a file have 

::^M^WS^ organic ability, a printer management function, 

i and a network application environmental 

function. 

^"^^^7^^ In (b), a client software function and gateway 
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:iMHbj^;:;;^^i';::^:;;!?;;r^^ function other than an IPX/SPX compatibility 

ir^ii^^ia i^^ transport function are provided as standard, 

i^^i'i^i^i i^'-:^^ (c). the file to a Macintosh client has organic 

^ir^i^'iy!^^ ability, a printer share function, the utilization 

ii^i H function of an AppleTalk network printer, etc. 

In (d). there are RAS, PPP/SLIP, a TCP/IP tool, 

etC. 



lo o Q 8 ] :; [00081 

:g:(55ij|^lii:W^ Thus, in WindowsNT, since a multi protocol can 

iifji;;;: be treated, it is the open environnnent which is 

■ ■il/ji^lij^:'^::/^^^ made of a multi-vendor apparatus, and the 

assembly and management using a network 
; i^ ^i^i function of a personal computer LAN are easy. 



iGDC^ali;; [0009] 



ixl^M^^^i:^ # i?;^^ [problem to be solved by the Invention] 

pj:^;^: :::: ::> jj^^ problem shown next occurs by the 

::iil$;iD:j:^Mie above-mentioned system. 



;;;::[:x);:p:;i;;;6>i;;; [ooio] 

By the system of (1), from the problem of the 
necessity of building in a domestic electrical 
appliance and cost, the small and low-functional 
microcomputer and the memory (ROM) only for 
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^^^^:0'[f^^^ program read-out which cannot do writing-in 

W^P^M^Ml^O anew are used. 

y^!^^^^^^ For this reason, generally, after purchasing a 

"M^-^M^ product, the version of a control program can be 

}^t^M^^ raised with these products, control ability cannot 

x^i^ii^ be raised with them, and a control system 

^^^>^^ cannot be customized with them according to 

i^:^ (g^jl^:^ request of a user, either. 



:;:;[;0:Q:1^^ [0011] 

;;^;5^;;;C;i:K Moreover, by the system of (1), since the 

M^:"^^^ microcomputer of a low-functional * low clock is 

M^'i^^^^^^ used, there is a problem that it is difficult to 

^M'P^^M^M perform precise control using the sensor 

information on a product. 



M^O^^^ [00121 

^^'^ invention, the control program with which 

a connection and a domestic electrical 
•i :;^^ appliance are needed for their control by a local 

area network in these domestic electrical 
'■^^^■ii^^^ appliances is installed in the local controller 

connected with the local area network, and the 

above-mentioned problem is solved by 
W!^""^ controlling controlled devices, such as a 

[M^M^^i^ domestic electrical appliance, from a local 

;:)^^5(j:^:§i;;x"'' controller. 



;;S;1€);;q [0013] 

The manufacturer of controlled devices, such as 
S^^^^ 3 domestic electrical appliance, further updated 

the control program in this invention. 
: >^ The remote controller which performs remote 

}^y>^:'-i^^ maintenance etc. is offered and a local 

:": :$|J;^i controller solves the above-mentioned problem 
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^P-Z^W}^ by installing the control program which controls 

a controlled device from a remote controller by 
connecting this with the above-mentioned local 

W^M^^^^^ controller in a wide area network. 



:;:;:;:;;[;o:;a [ooi4] 

^;>^;i:fe;!|;^ Moreover, by the system of (1). the 

: man-machine interface which chooses control 

i.:^:^:^^ in Connection with it is complicated made 

according to a product coming to have two or 
more control systems, and a user being able to 
choose the control system now. 
[■]^^)(^^ For this reason, the problem referred to as fully 

being unable to use up many high-level control 
^•^^^^ added to a product generates a user. 



;g::;l:9::0;:l:;:5 [0015] 

Moreover, by the system of (1), when the 
regular maintenance of a product cannot be 
performed but a user is the abnormality of a 
'^-■M^^^^s^^ product, and a stop made, there is a problem 

referred to as noticing a failure for the first time. 



M^^M^^- [0016] 

■^^^^^ this invention, a remote controller or the 

::fe:i$:Vii^;^^^^ apparatus of the system exterior transmits a 

■■^-i^^^^M message to a local controller, and a local 

'^^r^^^^^ controller controls a controlled device according 

M^:"^ to the message, it is transmitting a message to 

the remote controller with which the local 

W^:^^^^^ controller analyzed and predetermined the 
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content of a message, or the apparatus of the 
W^MW^^M^^M^^^ exterior of a system to the message transmitted 

W^'^M^iW^jf^^ from controlled devices, such as a domestic 

electrical appliance, and the above-mentioned 

problem is solved. 



[0017] 

:;;i:fe:t?:;::i;^!l; Furthermore, the following problems are 

solvable by installing the control program with 

W^^-^'^MIM^^^M which a connection and a domestic electrical 

appliance are needed for their control by a local 
: area network In controlled devices, such as a 

domestic electrical appliance, in the local 
controller connected with the local area 

W^MM^^^^^M^^M^ network. 



;s::;:[;(?;;p;;i;i;8;3$ [0018] 

For example, when a management server 
controls a client apparatus by the system of (2), 
W^^^WiiMi:^: in order to make a management server manage 

— i/H y^O)^ 1/7. /i/^f^S installation of OS or an application, a server 
y-S-^^ 'Wt: always needs to manage OS and the 

f^^^^oyo S:^-'7':t7' D application of various kinds. 
Wjr'^^ The load of a management server becomes 

"i- lilMf^^ "O}^-^^^-'^^"^, higher. 

ii?^ ^ Moreover, there is a problem referred to as that 

WM^^0^^^^^f^M^-. the load of a network traffic becomes higher it 
jSiSois;^^ when there is not an enough transmission band, 

in order to start it, after a client apparatus 
S:;:|;^||!)W?;:|>::^^^ installs the program of OS or an application at 

the time of starting (at the time of power-source 
W:^^.^^:^ dropping). 

■/JM-^iSi%^ However, by the system of this invention, a 
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:^^>?-f$v^ controlled device owns the program which 

}<D^^M controls itself to its own internal apparatus 

beforehand, a control program is installed in a 
■^^^^^ remote controller when entering into a system. 

^M^W^^M^ Therefore, such a problem is not generated. 



Sir^Oi^^ :::::::::::::::::[0019] 

when messages, such as control 

"■^^"^^■^^^^ are exchanged between a 

management server and a client apparatus by 
■:^!^-Kir:HM the system of (2) and (3), there are no means to 

: S ;^ i> ii^ ii^ S'f p ^ M recognize whether it is the apparatus in which 

the apparatus has the right to transmit and 
receive a message. 

Moreover, a certain apparatus turns into an 
: apparatus of a normal, and it clears up, there 

iM:^.^!.^:^^ are no means which bar it when transmitting 

and receiving a message unfairly, and when the 
message is eavesdropped, there are no means 
^^^^y^^^^ to keep the secret of information. 



: [ 0 0 2 01 [0020] 

'■^^^^i^^ In this invention, when performing transmission 

•MM^^:^-^ of a message and a control program, the 

:;;^:te;::M;ff; electronic authentication which attests the 

M^MM&HM^^^ apparatus of a transmitting agency Is added, the 

above-mentioned problem is solved by 
:tS(>6Pp1M^ transmitting the information which perfomied 

scrambling. 



^imM^^ii [0021] 



l^MW^^^^^^M)^ [MEANS to solve the Problem] 

The remote control system of this invention, (a) 
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: : ^ i ): : The local controller connected with a local area 

W^MsM^^ network (it abbreviates Following LAN) and a 

;;i?>l';;:^^ wide area network ( WAN hereafter), (b) The 

:inf;;:;iWA controlled device which is connected with LAN 

W^y^^}^^ and controlled by the local controller, (c) The 

■^^^^ remote controller which connects with WAN and 

is communlcated with said local controller, (d) 
The moving-body terminal equipment which can 
;:i^^:i:iifiif^ be communicated in a remote environment, and 

:^^Si>t^ it can attain by setting the following means as 

this. 

y^S^:^^ That is, (1) Means by which a controlled device 

installs in a local controller the control program 
: : which a controlled device needs. 

^ (1) mmmwmmmm^ 



^^M^M-:\ [0022] 

:::::;:C;2:;);S^ (2) Means by which a remote controller canies 

:;:^i|||l^^<iO^^:i^:t^ ^M^^^"^ out local Controller installation of the control 

7 ^ CI •-- /Uj^JliMB;^: ^ program which a controlled device needs. 



?;;;;io.ip:^-:3:i;; [0023] 

:: : : ;:( 3:) : WrW0MMpr^:^ (3) Means whIch transmit and receive a 

^■^M^S^<^^MMifM^i^ message between a controlled device and a 

;:::::p<^;:]J;:#;^:;i^^^ local controller, between a local controller and a 

: i iP i^^^ remote controller, and between a local controller 

and a moving-body terminal. 



(4) Each apparatus enciphers the message 
■^^^M^:^^^ which transmits, in order to attest a 
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^MS^MI^WsMl(>iM$M^- self-apparatus, electronic signature is added to 

iii'^i^: a message, means to decode the enciptiered 

;S:i^^f:ii;li;;fe:i^;i^^ message and to perform electronic 

:;:i::^:^^iiEi|;#::-5i^;^i^ authentication. 



[0025] 



[|g|l3^ ||pict)^0];:; [EMBODIMENT of the Invention] 

m^^^^M&^^ (Example 1) 

FIG. 1 is Example 1 and is a figure which shows 
the whole system composition by which this 
invention is used. 



[0026] 

In FIG 1 , 1 is a local network (hereafter referred 
to as LAN). 

11 is a local controller (hereafter referred to as 
LC) which controls each apparatus connected 
toLANL 

A program Is stored in the memory of the core, 
this can be performed. 

1_AN1 is good at the local area network of the 
desired forms by the transmission media which 
comprises desired networks. 
121, 122, and 123 are connected to LAN1, it is 
xl?;-^ ^^:it^^ the Controlled system ( EM hereafter) controlled 

:g:i:;;2;::3:i:|;:L^ by LC11. 

L C 1 1 \cX ^XMM^ti^M A program is stored in the memory of the core, 
W^MM^ii:^^^ this can be performed and it can also 

communicate as LC11 or other EM. 



:x;::;;[:0:;C);;2;;:6;;]:;: 

AN 1 tt. ■ y — ^ 
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: ;2;f$ 2 is a wide area network (hereafter referred to 

"^^MMM^ 3S WAN). 

-WAN 2 it. y h9— WAN2 is good in the wide area network of the 

::^^Mj^^^ desired forms by the transmission media which 

comprises desired networks. 

21 and 22 are connected to VVAN2, it is the 
^;^:fi^;^^ii(5^ remote controller ( RC hereafter) which 

■::i>i^2^j(Z^^ perfomns communication and control between 

;iW*S[§^ LC(s)11 similarly connected to WAN2. 

RCa21 and RCb22 store a program in the 

memory of the core, and this can be perfbmried. 



xxlQiQg [0028] 

fig 2 is explanatory drawing of the local 
W^M^^ controller LC11 of FIG. 1. 

^■^^^iy^^^ 111 is a communication management module 

which has the protocol which manages 

communicative management. 
Si^i^^^i^^ "fwo or more these modules may exist in 

y^^^o: — J^&tJ^T'n h accordance with the communication interface 
^:^:;:Svri;^:t£^ and protocol which LC11 uses. 

■■^■^■y^i?^^ This communication management module 111 

manages a transmitting and receiving of a 
it^^ 19 s / ^yir^i/cDi^jg^^ communication message, and corresponding to 
WB^^^ the transmitting guarantee and need for a 

'^^y^^^ message, reservation of a transmission band 

^i-M etc. is performed. 

^M^^^^^^^ 112 is an encryption module which performs the 

"Cfe^o Rt^^v^^^^'i/l 1 2 encryption of a communication message, 
^ii^My^^^ decoding, and electronic authentication. 

:i§;jffel>^^^ The message which received is decoded by the 

encryption module 112, the electronic signature 
further described inside the message is 
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checked, and the transmitting origin of a 
message checks whether it is the apparatus 
which surely comprises a system. 
Thus, the message which it decoded reads the 

: Identification code of a message header, and 

f^^^ the kind of message is a control program, or it is 

WM^^^^ distinguished whether they are sensor 

information and control infomiation. 

: 113 is a program transmission agent (hereafter 

T^ PTA<bP^^) VhV. y referred to as PTA). 

y/^^ A program is transmitted using a file transfer 

protocol. 

1 1 3{i, WMy'^ -^^y i^'i^ PTA113 manages a transmitting and receiving 
;;^v ; (^^ of a control program (hereafter referred to as 

W^^^^v:;^ CP), storing of CP, registration, registration 

deletion, starting of CP, and a stop. 
'^■■i:4':^^ 114 is a message transmission agent (hereafter 

refen-ed to as MIA). 

:^*;i> Management of sensor information or control 

W^^^^M^^ information is managed. 

Ht-^^v^^:^/!^ 1 1 2;0^bi^^ MTA114 analyzes the message sent from the 

encryption module 112, after extracting data 

/ vyir — v//0^bx^^^ffiuU L from a message, this is temporarily stored in a 
■it'i^ core, and it transmits to CP to fixed timing. 

>M:i>v::^ Moreover, the data received from CP are 

M^T^ temporarily stored in the core, data are built into 

^ofcx — ^^'s — a message with the header section which 
,fhp^\^^^L. ^^^^(Din^ added information, such as a forwarding 
^i^MM^i^^ destination, and it sends out to the encryption 

W^^^^^ module 112 to fixed timing. 

W^M^M^ CP115 is one of the CPs started by PTA113. 

W^^^^ This CP manages control of EM connected 

iiiisiif*;^^ through the network. 

The content of the sensor information on a 
■^(D:G:^P^ certain EM sent from MTA114 is analyzed * 

•j^M^^fefe calculated, the acquired control information is 
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[fM^ transmitted to EM. 

:fc;5::iE M Of sensoF information is transmitted to RC in a 

ii^M^^M remote place, tlie control information 

:#lr:;E:IVlKi^^ transmitted from RC is transmitted to EM. 

Moreover, CP displays a state so that a user 
ilSiM-fexXfR can detect the state of EM, the user interface 

which can receive the control request from a 
:;(5;f^:;{dt:i?^ user is provided. 

Or data are exchanged between the 

user-interface modules 116, a control state is 
^^if^f^ 5 S shown to a user, It makes it possible to receive 

the control request from a user. 
<^>^ CP is prepared to each of EM to control. 

■;9r^P^i?:p;^ However, the relationship between CP and EM 

'-^^'^^^"^^ may not surely be 1 to 1. 



[ 0 () 2 91 [0029] 

:ifciH(73^^ji^;:i-^^^ It may implement with a hardware and a 

:[i/:'7^ software any method, and an above apparatus 

may be implemented combining both. 



[ 0 Q 3x01 [0030] 
:;iii;;3:;fi:,g fig. a is a figure which shows the intemal 

composition of the controlled system EMal 21 of 

;:^i;:|g?s^^ FIG 1. 

M^^}^^ EMal 21 is divided into the 

communication-module section 1211 and the 
main-body section 1212 of a controlled system. 
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12111 is a communication management module 
iiiy^^ which has the protocol which manages 

communicative management. 

This communication management module 
Wti^::^ 12111. a transmitting and receiving of a 

^^^^^^^^ communication message is managed, It carries 

out transmitting guarantee of a message, 

reservation of a transmission band as required, 

etc. 

> 12112 is an encryption module which perfomis 

the encryption of a communication message, 

; xi^f'S:;^^ decoding, and electronic authentication. 

The message which received is decoded by the 

SifeiSi^:^:;^^ encryption module 12112, the electronic 

signature further described inside the message 

i:-:-:^^ Is checked, a transmitting agency checks 

y^"^^^^ whether It is the apparatus which surely 

;:x:fe^^'^^^ comprises a system. 

^•^M^^ 12113 is PTA which transmits a program using a 

file transfer protocol. 

PTA12113 has the function to transmit CP 
Wi^^^ which controls self-EM to LC of LAN1 to which 

self-EM is connected. 
■y-M 12114 is MTA which manages management of 

sensor information or control information. 
; ; ; iii :;ii:i4 MTA12114 analyzes the message sent from the 

encryption module 12112. after extracting data 
iSj^^i^^il^ from a message, this is temporarily stored in a 

;> i?^^^ core, communication of sensor Information or 

Sifili^^ii^ control information is performed between 

'^■■^ main-body 12121 to fixed timing through the 

Wr^:>^M data interface 12116 and the data interface 

12122 of the main-body section 1212 of a 

controlled system. 
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; Q 3 21 [0032] 

-■^M^'T^^M^ "^3y implement with a hardware and a 

; software any method, and an above apparatus 

may be implemented combining both. 



g:;[::Q;:0;:3;;:a [0033] 

FIG. 4 is explanatory drawing of the remote 

controller RC21 of FIG. 1. 
ii^oixZ l^i l^ 211 is a communication management module 

y^^:Z^^ which has the protocol which manages 

^^^^ communicative management. 

. f^ jxTfi. R C: 2; i #f$ffli"^ This software is combined with the 
•iljil^ communication interface and protocol which 

RC21 uses, there may be more than one. 

This communication management module 211 
W-^^^^M^ manages transmitting and receiving of a 

^M^^^ communication message or carries out 

iifi&^i^ transmitting guarantee of a message or 

i^^J: if ^ff 9 0 2 1 2 fl^ Mis reservation of a transmission band as required, 

:: fl;;^StiE^ 212 is an encryption module which performs the 

x^i^iSoxB^ encryption of a communication message, 

decoding, and electronic authentication. 
'^^\^^:!^ The message which received is decoded by the 

encryption module 212. the electronic signature 

further described inside the message is 
;:;i|:i;^j|c;t|:^ checked, a transmitting agency checks whether 

^^^^'i^^^^ it is the apparatus which surely comprises a 

system. 

Thus, the kind of message of the message 
W^:^^M^Ii^ which it decoded is CR or whether they are 

:;:>^ :>y;ii^'^^^ sensor information and control information read 
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i^^^^S^^ 3nd distinguish the identification code of a 

^2^:3]!/;^^ message header. 

^<7^^ PTA213 manages a transmitting and receiving 

i^'pyy^ of CP, storing of CP, registration, registration 

deletion, starting of a program, and a stop. 

iS^iii^fe in addition, a high version, altered CP are 

stored. cP is installed in LC registered 

WM^i^^^^ beforehand. 

i MTA214 analyzes the message sent from the 

::^i^:feifT^^ encryption module 212, after extracting data 

i ■i'T: frofTi a message, this Is temporarily stored in a 

i Sl^il^^;^ core, and it transmits to CP215 to fixed timing. 

■ W^^^^ IVloreover, the data received from CP215 are 

. l^C P 2 1 5 5o ^ ti temporarily stored in the core, data are built into 

|:;G;P;;2;:;i^^ a message with the header section which 

added information, such as a forwarding 

^^^^ destination, and it sends out to the encryption 

■^"^^ module 212 to fixed timing. 

-^^U^i^^. 0f^O^>f 5 CP215 is CP started by PTA213. 

^^y^^^^ Data are received for the message sent from 

2 1 5 fl, FT the iocai controller through the communication 

management module 211, the encryption 

a--;^7/i/:=i y hn— module 212, and MTA214, after performing 

i fixed processing, the above-mentioned pathway 

|: Is gone conversely and data are transmitted to a 

'^^9^^^^ local controller 

2 i 4 ^^LX'f-'^ ^^\t Moreover, the user who uses RC21 displays a 

■M^yM!^^ control state that the state of control is 

^^^^^ detectable, the user interface which can receive 

y/S^P:--^^^ the control request from a user is provided. 

Or data are exchanged between the 

W^^^ user-interface modules 216, a control state is 

iM^^}^^^ shown to a user, the control request from a user 

W^'^^^ 's receivable. 

M!^^^^ CP is prepared to EM of LAN1 to control. 

■M^'-i:^ However, the relationship between CP and EM 
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: : i fS?; ;r>;?i^:i^<!';:;^^ '^^V surely be 1 to 1. 



::;:;[:q:;q::?:;:4;;]:;: [oo34] 

::i£;tE:i?6i^Sf^i It may implement with a liardware and a 

i J^- i^j ^li^^ software any metliod, and an above apparatus 

may be implemented combining both. 



::;:i;;o [ooss] 

fig. 5 is the whole system block diagram when 
EM^dyi^^ a controlled system EMd124 is anew added on 

FIG 6 is set to the system of FIG 5, when a 

controlled system EMd124 is anew added on 
Ml^^'S'T2^^^ LAN1, EMd124 transmits CP to LC11, a state 

ttfcH^(i^:v:::;E;K4;(a::;i 2 4;;01: LiC until LC11 starts execution of CP. and LC11 

transmit the information on a new controlled 
Mc P <^S:lf ^Mi^W^^"^^ system to RCb22, rCb22 is a sequence diagram 
t. L C 1 1 R C b 2. 2. showing the state of transmitting the newest CP. 



MM.4<1-^^^^^ EMd124 which enters into a system anew by 

;:#;ii^;^;:§;:E;M:d? processing 411 transmits a broadcast message 

to LAN1, in order to look for LC, after 
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transmitting the message which made the 

sell^apparatus the transmission destination to 
;:^fe^5!>i?^ LAN1 and checl<ing the connection with LAN1 . 

; In this broadcast message, the public key of the 

■^i"^ public-key encryption of EMd124 is carried. 

By processing 412, LC11 which received the 
:;:<2^^^^0^ broadcast message enciphers using the 

'^^^^^^ above-mentioned public key, and transmits its 

i i fi^^:^;^ own address and public key to EMd124. 

■Mi^i^^ EMd124 requires installation of CP of self-EM 

^^^i^^MM towards LC11 by processing 413, and LC11 

: gives the permission by processing 414. 

;^S^^&ii:i:iE When the message of the case where the 

:;:4;:;i::3!^:Ii;© message of permission does not come on the 

^M"^^ contrary, or disapproval comes on the contrary, 

tTV\ LCI lit. 1 4 after setting fixed time, processing 413 is 

W^^^^^^ performed again. 

When the message of permission of this by 

processing 414 by a fixed number-oWimes row 
W^M^^ does not come on the contrary, EMd124 detects 

abnormal condition, and closes processing, and 
^M^M^^-^^ system entry of EMd124 goes wrong. 

EMd124 is processing 415, transmits CP of 
^Jy?/^^^-;^ sel^EM using a file transfer program, and 

;^;dxii:2;:^S transmits the message of the transmission 

Mm'^-^^^ completion by processing 416. 

■ (7) v';^x A#A^i^l^Ct"'5o E LC11 transmits the message of the finalization 
x!Vi;;di:lx2 check of transmission to this message by 

processing 417. 
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:;:;:[;:Q>Q:;3:::7;:1;:; [0037] 

M^^:M^0M^ After processing 417, LC11 is processing 421, 

■M'4ii'--i^-:^^ and after it stores in tlie memory unit inside 

'MM^^^^^^ LC11 the product number of EMd124 and the 

i^:^^^ address of a manufacturer which EMd124 has 

Wi:Q;P^W^ sent, and the version of CP, it transmits the 

i ^ :^f^MfS)tS^ information to a manufacturer's remote control 

RCa22 using a manufacturer's address. 
^^■■^M^i^^^^ By processing 422, RCa22 receives the 

>;:i<::K;:n:>|l^:>t^ above-mentioned infomnation, examines the 

product number and a program version, 
i: tii;;-:;:MtS<^^^ registers new ElVI in self-RC, and transmits the 

yM^^:^MM^^M^M:^ product support number of El\/ld124 to LC11 . 
3 V^P'^, gRCF'Sl^ffMO However, refer to the registration information 
EM(D^^^ffV\ EiVId 1 2 and other information on EMd124 for RCa22, 

when it is decided that it does not support, a 
y--i^'ti^^ message [ that it cannot support ] is transmitted 

WM^^ to LC11 . 

:;;i^:i§iftbi^^^;$^#:^^ It is judged whether LC11 deletes CP whether 

processing is continued and for EMd124 to this 

^'M^:^^^-^'^^ message. 



>x;[:.0;:0::3;:§;l:; [0038] 

:::i5^^:;4::2i:i^^ When the version of CP which RCa22 suited by 

^^!WSiiy<^ processing 421 in the message received from 

LC11 judges that it Is not newest one, RCa22 is 
processing 423 and transmits the request 

W^^^i&i^^^^^ message which installs the newest CP to LC11. 

;:iS-4i^::3;:r^;;:i:t When the message of installation permission 

:;:j^^:0;G;:P! #i:^^ comes by processing 424 on the contrary from 

■^il^^i^MMi^-MMisM^i^ LC11, RCa22 starts installation of CP of the 



10/10/2003 



24/65 



(C) DERWENT 



JP10-161880-A TMOiyiSOISi 



' ■ ' ■ ■■ X I if» 

OERWEMT 



4: .2:;;4;:rC-.;:;:; t:^ newest version by processing 425. 

Sending the message of ttie installation 
^<MMf^3MW:^^ completion to LC11 by processing 426, LC11 

':W^:-2^5'i'^^ sends the message of a completion check by 

■■^^^^ processing 427, finishes processing, and 

}^^:4W^M^^ begins control in new CR 



IOC) ;3:;9;ii [0039] 

:;?t^lliiMrC^liv>ff;^# This Example is illustrating the case where EM 

■:^^y:i^ 7^-^ IS ^ of new entry enters into a system. 

Vi^TltJiRj^ -fe^ff -o T V 575>v frM However, when a update of CP stored not only 

i:<^ippW;^;{S In a new controlled system but in the remote 

controller RCa22 is performed, it is performing 

::ft^CV:>^::G:P processing after processing 423 between the 

>5^:^^fffe^ local controllers which RCa22 registers each 

■;':B:R;^^^^^ time, newest control program of the controlled 

>--^:;^f/i;':^;i^>H:;ci:--^ f t cDfat'C-i;:; system Is always installed, and it Is controlled 

'<^^4 ^^^'^(D^ by the program. 



;:;[:jQ;:ip;:4;:6:;]^^ [0040] 

lr:<?^;<$::fi:^jr1; Moreover, CP of a controlled system with a user 

fetSrfrlifi^^ is set up so that these newest CPs may not be 

^::i):^'J#^:^c^^ Installed automatically, a message can be 

Xs i'^^^^ displayed on display and the suitableness of 

W^;^:?^;^: installation of new CP can also be checked to a 

^^M^M^'i&^^^f^^W^^ user. 

Wi^l^M^^: [004 1 ] 
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: : [:Q :Q::4;:;i I'i Furthermore, when the program interface of CP 

which controls a controlled system is exhibited, 
3 user is original and develops CR and a 
W^^^^ controlled system is controllable, 

'■:M^!^-^^^ 3 user's taste can be controlled by using CP 

which can perform regulation of a parameter. 



;;x;;;[:g;g^^ [oo42] 

Furthermore, it may implement with a 
:::><<M^^::=^ Connection oriented type and which a 

connectionless communication form, and the 
W!^^ procedure of FIG. 6 may be implemented 

i;^^ combining both. 

Moreover, each communication management 
■yyW^}^^^^ module of EMd124, LC11. and RCa22 is 

perfomiing the transmitting guarantee of a 
; ; iiS^^S^^ communication message, and reservation of a 

'■::'::>X^^^ transmission band, and in the sequence 

-i-M-^^ diagram of FIG. 5, it is omitting about the 

processing. 

ji> aijS(7)^ZI^^p^{c:joSV^(7) Moreover, when the message between each 
S-^^li:^^;:^^ apparatus sends public key mutual to a 

w l^icfc ;9 V. -?:Hi^^Oxijt:C communicative initial stage to a message, 
: : : tii^^; Scrambling in a message level is performed in 

communication after it. 



[0043] 

W-^MM^ (Example 2) 

\-{-:^!2/.-\^^ FIG 7 is showing the system block diagram in 

■i-i^ the state where the failure occurred in EMa121 . 

■fyi^i^;^^^ Furthermore, the means of communication in 

this Example, and about the method of control, 
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mf)^QM^^;< [oo44] 

:;!ij;:^::(i,;:::iL;:d^ FIG. 8 Is a sequence diagram which shows the 

:::ii:CfjiliiJ#:i^ procedure which detects a failure in the process 

in which LC11 is controlling EMa121 . 
M^^M^BM^t^^^^^ 'n processings 431, 432, 433, and 434, LC11 

::2:i:::;4x3: :3:;^^ perfoHTis a transmitting and receiving of sensor 

information and control information through 
Wi^MM^iM^M^^^^i^^^ LAN1, and the process in which EMa121 

controls is shown. 

^^M^^^ CXM^i^:M^4; In processing 435, cP for EMa121 during 

execution verifies the information treated by 
tJlicD Eitvl a 1 2:1^^ C P fiMai processings 431, 432, 433, and 434 by LC11, 
431^ 432s 433^ 43 abnormal condition Is detected. 
W^^^M^MMMM^^^ CP for EMa121 of LC11 which detected 
;i^0^pi^MO o abnormal condition by processing 435 transmits 

W^^i^^MM^^^^ the request message of fault detection to 

:::i:i©:E:Ki ai: 1^ EMa121 to processing 436. 

■M^i^^WW^)^^ EMa121 retrieves processing 437 for the fault 

;:te:^Pfi^;^® detection inside self-EM, and reports LC11 

:;^';ft^:;^o kK'T a 1 2 1 ^ about the existence of abnonnality by 
: 3|? 4 :3i;7::^-:i ;E; M processing 438. 



^QkO-^^^ [0045] 

M^:-!/^^ After FIG 9 reports LC11 about the existence of 

;:^^;©?#iiii^:£i;6 abnormality by processing 438 of FIG 8, 

EMa121 sets it to the control main-body section 

:ii#'6^;l|iii3:® 1212 of FIG. 3 autonomously, when the stop 

;:::^::(g^V:\r^ which Is not failed and expected is detected, 

Mi^^'^^^^f^'^M^^P: tl^is failure is reported to CP for EMa121 of 

:i.^:iL;:!£;:ii;i:;(?i?:B LC11, it is the sequence diagram which shows 
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the procedure which shows failure information 






to a user. 






EMa121 which detected the failure by 






processing 441 transmits failure generating to 






LC11 by processing 442. 






CP for EMa121 of LC11 which received this 




[73 EMa :;:I:-2: 


message performs inquiry of failure information 




14 4 3;-x:;e 


to EMa121 by processing 443. 






EMa121 which received this message notifies a 






failure number to CP for EMa121 of LC11 by 






processing 444. 


::::::il::4::4::;4;:$^PfS#; 




Then, LC11 retrieves failure information from 






the data of CP by using as a search key the 






failure number which is processing 445 and has 






been sent, a user is reported about this using 




-C:G>P:C6:7^-:-- 


the user interface of LC11 by processing 446, a 






countermeasure is displayed. 






As a system which notifies to a user, means, 






such as an image and a sound, are of little 






: concem. 














:::;:i&V:)i,;:i: 




[0046] 


::;>:|1::1::0:|*;::L:G::1:: 




FIG. 10 is a sequence diagram which shows the 






procedure of performing direct and a failure 


:::xfe:a:.^:':5!77tf::3::i^;;}>': 


0.-¥-::7:R:G: a: 


diagnosis from the local controller RCa21 by 






which the failure which cannot cope with it by 






LC11 was connected to WAN. 


■:::'Sia-: 

i:i:;:;:i:G;:o:4;:7i;: 




[0047] 


:::;::^a:4:;5::;i;;ijl5ift 




EMa121 which discovered the failure by 


:;:;::M:a::i::2::l::f4;:;::^: 


@:4:5:::2xG:L; 


processing 451 transmits the informative 






message of failure generating to LC11 by 
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processing 452. 

CP for EMa121 of LC11 which received this 
^M-^i'^^ message transmits the message which tests 

:::;:::5>:3:^i$^^^ and unites a failure situation by processing 453. 

'^■i?^ EMa121 wherein the cause of a failure was not 

able to be proved, by processing 454, the 
!> : i -^^^-l^ message of an unknown cause of a failure is 

V^M^^^ transmitted to CP for EMa1 21 of LC1 1 . 

:;:;:(^^ The product number of EMa121 already 

registered into the core of a program and a 
(j^ife manufacturer do the address search of the CP 

^{-^^^;h.TV^5EMa 1 2 for EMa121 of LC11, the message which 

requires a remote test from RCa21 using the 
^i^i^^i^^ address by processing 455 is transmitted. 

'^W The product support number of EMd124 is 

• LT y b added to a message. 

: : : i>^: ;i^:^ CP for EMa121 of RCa21 which received this 

'fi^^^^^ message provides a remote test, after checking 

a product support number, and after provision Is 
W^M^^^^ completed, It transmits the message of a remote 

Wic^^^^ test response to LC11 by processing 456. 

'^t-MSh^'^ Next, CP for EMa121 of LC11 transmits a 

remote test request message to EMa121 by 
'M^^^^^ processing 457. 

'■^y5:&^ After the provision from which EMa121 receives 

a remote test is completed, EMa121 transmits a 
; i i^^i i^fe remote test response message to CP for 

EMa121 often by processing 458. 
W^lfW^ CP for EMa121 of LC11 is processing 460, and 

■ ■i:^:^ transmits a remote test start message to CP for 

iSii^ii;;:^^^ EMa121 of RCa21, cP for EMa121 of RCa21 

s ii^:;!^^ which received the message sends a remote 

test message to CP for EMa121 of LC11 by 
W^^^M^ processing 461, and CP for EMa121 of LC11 

o iiili Cil transmits the message to EMa121 . 

By processing 462. EMa121 sends the 
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x':;:£i:::i:;2::!:l^^^ response message with respect to this remote 

test message to CP for EMa121 of LC11, and 
;:;:; !f^;i<:^; F^ CP for EMa121 of LC11 transmits that message 

<M f^i^M'ii^MiSMWM^^^ to CP for EMa1 21 of RCa21 . 
^^^^$^■^^1^^ Performing similar processing by processing 

yM^EMW^:?^^ 463 and processing 464, CP for EMa121 of 

RCa21 which Completed the test completes 
iii^i^^ii^it delivery processing for the message which 

iiij^fi^CiR^ notifies that processing was completed by 

Wii^^^^^^ processing 465 to CP for EMa121 of LC1 1 . 

;:;:;:^:4|ii>il5;^;:EM Moreover, processing is completed after CP for 

EMa121 of LC11 also sends the message of the 
^Mii::-:&:<^ test Completion to EMa121 by processing 467, 

^^''—i^\z.M't^!i^^/ eMa121 completes processing similarly. 

: x^ l^- e 1 1 (iOiEM a ! 2::;1: "J?^ CO C In this phase, the cause of a failure of EMa121 
. P(^il^'9. L C 1 1 (7)EM a 1 is evaluated, the manufacturer of EMa121 
W2 1 jiWC/PMi arranges dispatching a customer engineer etc., 

W^:^^ or displays the detail of the cause of a failure on 

the user interface of LC11 , and informs a user of 

the method of repair. 

. . -fe-,v=^,EM a. 1 2, l,{C7^o;f^ 
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■:^/£iio^^ Furthermore, it may implement with a 

:;>^Msi:i:;^:^:^ Connection oriented type and which a 

connectionless communication form, and the 
above-mentioned procedure may be 
:^^:tii^^::fe implemented combining both, 

i^^io^:^^'^^ Moreover, each communication management 

;iiji;f*^;::::^ module of EMd121, LC11, and RCa21 is 

: ;l;:v;:;:R;C;:a::2^ performing the transmitting guarantee of a 

communication message, and reservation of a 
i rCs' iKI^^ transmission band, it is omitted in the sequence 

^■^M^M^t^ diagram of FIG. 8, FIG. 9 and FIG. 10. 

':-Wii^MWM(^ Moreover, when the message between each 

apparatus sends public key mutual to a 
communicative initial stage to a message, 
i te;i^!^is:;:^^ scrambling in a message level is performed in 

•^^"^Mp^ communication after it. 



'■■[^a-pm^ 10049] 

(Example 3) 

§:E FIG. 11 Is a sequence diagram which shows the 

state where the remote controller RCa21 

W^MM^M^ controls EMd124 in FIG. 5. 

i^i^piiiiEM Direct control of EMd124 is carried out from the 

remote controller RCa21, IC11 relays a 

M^^WMM^^ message between RCa21 and EMd124. 



::;[q;o;5;o;i;:; [ooso] 

EMd124 which enters into a system anew by 
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EM processing 471 transmits a broadcast nnessage 

;:N;l-;:|:i;:i to LAN1, in order to look for a local controller, 

after transmitting the message which made the 
■^MM^^WM self-apparatus the transmission destination to 

LANI and checking the connection with LAN1, 
;:A:INJ;;i:;{£^^ In this broadcast message, the public key of the 

^^^^^^^ public-key encryption of EMd124 is candied. 

W^^^^^ By processing 472, LC11 which received the 

'^i^ broadcast message transmits its own address 

public key to EMd124 using the 
:::7:::2:5!iji;:^^^ above-mentioned public key. 

EMd124 is pointed to LC11 by processing 473, 
g^a^or K^^ct^r^ii^. m requiring installation of CP of self-EM, LC11 
•:^:tiO>i^|ii^^ gives the permission by processing 474. 

i:-:^^ When the message of the case where the 

y^M^ message of permission does not come on the 

contrary, or disapproval comes on the contrary, 

3ft®'' setting fixed time, processing 473 is 
^M^^^^ performed again. 

^^M^ When the message of permission of this by 

processing 474 by a fixed number-oWimes row 
W^^^M^^ does not come on the contrary, EMd1 24 detects 

^^!Cf^^^ abnormal condition and closes processing. 

:::;4;:i7;:3;^:# EMd124 is processing 475, transmits CP using 

^ff oT t>MS4 7 4 "CWrT© a file transfer program, and transmits the 

message of a transmitting completion by 
M^W processing 476. 

^MM^^:^ LC11 transmits the message of the finalization 

check of transmitting to this message. 
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Atter processing 477, CP for EMd124 of LC11 is 
;:B'i^:ii;:i:::^;;j4^ processing 478, and after it stores in the 

:i:7:;:8::^:;;;:::;EM:^ Storage medium of LC11 the product number of 

M^M:Mm;M^ EMd124 and the address of a manufacturer 

M^MMh^i^MM^^i-Mi^ which EMd124 has sent, and the version of CP, 
yMW^M^:^^^^^ it transmits the information to CP for EMd124 of 
■:^^MM^>7^^ the remote control RCa21 of a manufacturer 

using 8 manufacturer's address. 

By processing 479, CP for EMd124 of RCa21 
;:R;G::a:::2:^^ receives the above-mentioned information, 

;{5iMiB:'^^ examines the product number and a program 

;R;G:;a;:2;::l:(0 EM;d-;l version, registers a product, and transmits the 

i:fi:Pfi;:x:if|2 product support number of El\/ld124 to CP for 

^gj^^^^J^t^^ EiVld124of LC11 henceforth. 

W^sW^M^^'^ However, when CP for EMd124 of RCa21 

MV.y^^^^^^ decides that it does not support from the 

::fti^'S:K#^^^ registration information and other infomiation 

on EMd124, a message that it cannot support is 
'ii^^yM^ transmitted. 

;:i^;iiij£'S:Cj;:j^^ it is judged whether CP for EMd124 of LC11 

;^tS;^^;^;(^f^^ deletes whether processing is continued and 

CP to this message. 

i^^^ist^o LC11(7)EM 



[0052] 

}^^^:m<$Mj^^ Next, CP for EIVId124 of LC11 perfomis 

:;^:<D;:i3::P:tt^j processing which mediates communication of 

EMd124 and RCa21 so that a controlled system 
;-8i^:2i^^ EMd124 can receive direct-control processing 

M^iMMi'lMi^^^^^i^^ from CP for EMd124 of the remote controller 
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RCa2i . 

:;;2;:iii®iiif^^^ First, the product number of EMd124 registered 

: ■i'ifr :?;<i i^^^ by the CP and a manufacturer already do the 

;: a::;i;:2::i l^;G^ address search of the CP for EMd124 of LC11, 

the message which requires remote control 
;:ii.x^;::4:®;M^^^^ from CP for EMd124 of RCa21 using the 

sddress by processing 480 is transmitted. 
;i<^>i^;:^?:ii^i^^ The product support number of El\/ld124 is 

W^^^ added to a message. 

W^<^M^^(^^M^ CP for EMd124 of RCa21 which received this 

'^^"-^^ message transmits a remote control response 

to CP for EMd124 of LC11 by processing 481, 
W^^f^MM'i0^^ after providing remote control and completing 

p-^:^S^f ilx:<p:i^R;G a 2:1:0) provision. 

:;;:E:M:di;l:;:2;;^:^ Next, CP for EMd124 of LC11 transmits a 

^$lJ^^^Dp^i^^TV\ remote control request message to EMd124 by 

Myr:\^'f&^^ processing 482. 

'^yy^M^ji^ After the provision which performs remote 

:::;d:;;i:i2:;4::ffl#^ control is completed, EMd124 transmits a 

' remote control response message to CP for 

EMd124 of LC11 by processing 483. 
MM^MM^<^< CP for EMd124 of LC11 is processing 484, and 

transmits a remote control start message to CP 
}M}<;?^^:!^'0--^:^ for EMd124 of RCa21,cP for EMd124 of RCa21 

^■I^^E:^^ which received the message sends a remote 

3 ^'t!^:]; r-^: F fi^J^^^^;;^>:^?|^ control message to CP for EMd124 of LC11 by 
Mlrili;^ processing 485. and CP for EMd124 of LC11 

G;:t*:{£^^ transmits the message to EMa121 . 

Vi&^id(M By processing 486, EMd124 sends the sensor 

:4 -iSlii Information message with respect to this remote 

Wj^^!^!^isM^^^ control message to CP for EMd124 of LC11, 

and CP for EMd124 of LC11 transmits that 
■y^'-^'M^:^^^ message to CP for EMd124 of RCa21. 

■y^M^M^ Similar processing is performed by processing 

:::S4::8;:6:i?t?i^ 487 and processing 488, and remote control is 

iir^ j^iSri iilGii::;^^^ continued henceforth. 
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:x:g[:Q::iQ::5::3;l:; [0053] 

S;:?^i}^;i^iS<i^^ Furthermore, it may implement with a 

^■■i^M^^i^^i^^ connection oriented type and which a 

y-iM^f^M^ connectionless communication form, and the 

::::::i^:V;!^:iiii:ii:;::i^# above-mentioned procedure may be 

; : l-^i^-fe implemented combining both. 

:;:x:ir>±^:v?icD^ Moreover, each communication management 

W^BP^^MM^^^ module of EMd124, LC11, and RCa21 is 

;;:::::l:::-::::R:;G^ performing the transmitting guarantee of a 

communication message, and reservation of a 

transmission band, in the sequence diagram of 
Wk:<D:Mi^ FIG 11, it is omitting about the processing. 

^V:$:^:^:t^ Moreover, when the message between each 

apparatus sends public key mutual on a 
^■i^^^i^!^^'^^ communicative initial-stage stairway to a 

message, scrambling in a message level is 
: : : f^;^: performed In communication after it. 



(Example 4) 
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F'G- 12 is accessed to CP for EMc123 of the 
local controller LC11 of user terminal using the 
■^):;:;^^ mobile computer (hereafter referred to as MC) 

^^'0^^ 31 which is the apparatus of the exterior of a 

■^'ii^ system, it is explanatory drawing of the system 

iS^i^^-i^;^ in the case of controlling EMc1 23. 




[0055] 

iSiMifeiS!;!;^^ IVICSI is the portable mobile computer which 

^^^M^^^ installed the E-mail software with which it has 

;:; an encryption and the encryption module which 

:;x f^>o^^ can decode, and a transmitting and receiving of 

V:^:^ an E-mail can do an electronic text. 

A pay-station circuit and another network can be 
; ; i ix^fc:^^ gone, and an E-mail can be transmitted to the 

; local controller LC1 1 of user terminal. 

:> ;if^F^:^^ Communication of the local controller LC11 of 

Wt^ user temiinal is possible using EMc123 and the 

:x infrared ray which are a cooler carrying the 

W^l^^ infrared-ray-communication board which has an 

infrared-ray-communication board with an 
infrared light-transmission-and-reception object, 
and similarly has an infrared 
y^-M^'^M light-transmission-and-reception object for 

;';./7^'efc'5 EMc 1 2 3 homeuse. 



:x:;:;:[;;Q:;Q::5:;;a^ [0056] 

[A^^^ In this Example, a user states the procedure 

xoii^:^^ which controls reservation of the cooler of a 

^y^^^^^ user house for home use using the mobile 

;S^i^#i^J:S^ computer MC 31 . 
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• SS^^Sv:^ A user makes mail as shown in FIG 13 using 

the E-mail soft(ware) of a mobile computer 
501 is the e-mail address of CP for the 

MMfM'iM-^ air-conditioners of LC11 . 

W^i^^^-^ This mail is sent to CP for air-conditioners of 

WMM^^ LC11 through WAN2. 

jiWy^i^^f;:^^ 502 Is a command for commanding CP for 

^-^^MC^^ air-conditioners. 

;:;0;:2 At this point, It Indicates to send the foam for 

W:^^!^^ controlling an alr-conditloner EMc123 to CP for 

air-condltloners. 

■■^^.■t^^ 503 is the electronic signature of the user who 

is making this E-mail. 

This signature enciphered content of 502 with 
the secret key of the user who is using the 
W^:^^-^ E-maiL 



x;g:[;:Q:;Q:;5;:^ [0058] 

SSii;;^ FIG. 14 enciphered content of 502 and 503 of 

SilB;::6;:iS;© fig 13 with the public key of CP for 

■^M^^^'^^P^M air-conditioners of LC11 . 

iSiRt^jfti^ A user transmits this enciphered E-mail to CP 

for air-conditioners of LC11 using the E-mail 
ili - rjil^lf^ soft(ware) of a mobile computer 

Next, first CP for alr-conditloners of LC11 which 
^■y^-i^ received this mail is the secret key of CP for 

::: : alr-conditloners, and Is decoded to what shows 

W^-:^ the content of e-mail in FIG. 13. 

:fS:; i:^-^ Next, the user address added to the From row 

of an E-mail is read, and the user name 
i^^t^^ corresponding to it is searched from the 
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database for user registration of LC 1 1 . 

When successful in a search of a user name, 
: the user itself further decodes content of 503 of 

'i^^i^M FIG 13 using the public key beforehand 

W^^^^^^ registered into LC11. 



:::x;;;[;;Q;;q;;5;;:9^ [oossj 

'^^^■X^'^ Only when the content of 502 of content which 

;:::;::5;:G;:2:<^^^ decoded, and FIG. 13 is in agreement, CP 

'^^i^'Or^ executes the command currently written to 502. 

TV^S^^^^ttt"So --"C At this point, the command which transmits the 

foam for controlling an air-conditioner EMc123 
to a user to a user by E-mail Is written. 
Also when CP for air-conditioners sends an 

i ; ilf E-mail to a user, it enciphers in the completely 

: : ji^ffliC same procedure as the above-mentioned. 

S;>i^lr^$^ That is, first, CP for air-conditioners adds the 

template for controlling reservation, the 
^fef >'ffl C PH^f- electronic signature further enciphered using 

the secret key of CP for air-conditioners is 

:;:;Sl^:^^jf^M added behind a foam. 

Furthermore, with reference to the database for 
user registration of LC11, the public key of the 
user of a mobile computer is searched for this 
foam and electronic signature, after enciphering 

iiSi^ili^^^ji using the key, this is transmitted to the user of a 

■■ y^^ mobile computer. 

fig 15 is showing the foam which CP 

tM^Wo^^ transmits. 

The item of information (time, a fixed 

i^-vSit^^i?^ temperature, setting humidity, setting 
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maintenance time, existence of a completion 
^V^^^^^ report) required for control of an air-conditioner 

EMc123 is described by this foam. 

In FIG 16, content of the mail after a user 

describes an item required for the foam is 
^^^M^^ further shown. 

ji^jiSib;;:;^:^^ A user transmits this mail to CP for 

Wi^M-^ air-conditioners of LC11, cP interprets the 

content of e-mail, cP to LAN1 is gone and 
W^^^^^^^ EMc123 is set up. 

'^--^^^ When successful in a setup, the E-mail of a 

report of a setting success as shown in FIG. 17 
^?3^LT. CP;^)^bLANl.^ is transmitted to a user. 

L'C EM c 1 i 3 <D^^^ When it fails, the report of the cause is attached 
; and an E-mail is transmitted to a user. 

[H 1 7 (dTj^-f <t 9 ^J:^'^f$.^(D Furthermore, the above-mentioned encryption * 

decoding is processed by all the exchanges of 
Siii^;^;^^^ these E-mails in this Example. 



S IQ Q 0^ [0060] 

^^-^^^ Furthermore, since the secret key of CP for 

;;;:fSil;^^^ air-conditioners is built into the core of a 

:i;:;i^t^v;> 1^ program, a user cannot take it out. 

H^^iS Moreover, in order that this program may make 

; ; ; ^i^^ a secret key and public key at the time of boot, 

keys differ for every machine which also starts 

W^i^M^i^ the same program. 
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;:;i;t;?!;;^:;^^^ [0061] 

■^^^^i^^WM In this Example, the system which controls a 

^■^"^^^ controlled system from remoteness using an 

:;S^acfc^;;^;;lj^ E-mail is shown. 

•Sitri^;^^^^ However, in order for a certain service firm to 

serve control of such a controlled system, it is 
^^P^^^ easily realizable by using the following method. 



^^Miy^O^^ [0062] 

::x;$fe^s;;;;L First, the user of LC11 registers the address 

|^(7)i^— b:'y;^^±<^f— t'xl^ and public key of a service firm, after 

exchanging remote service firms and service 
W^y^^ contracts, by obtaining the public key of CP of 

:;:;:;-j;j->-^ K LC11 , a service firm can receive a service of the 

remote operation from a service firm. 
W<?>:^ A user informs a service finri of the profile of 

i i -j^^S^^^!^^ control which a user demands with a telephone, 

:::i:;W:^;ii:?t^;^ facsimile, or an E-mail, a service firm can 

Si ^il^ control the apparatus of user terminal from 

remoteness. 

It becomes unnecessary for a user to operate 
the complicated interface of an air-conditioner in 
this Example. 



; ;;;;[;q:q [oo63] 

■y:^^ Furthermore, it may implement with a 

'■^i^^ connection oriented type and which a 

'■■■^^i^ connectionless communication form, and the 

^: Ui.: >^ above-mentioned procedure may be 

implemented combining both. 

Moreover, each communication management 



10/10/2003 



40/65 



(C) DERWENT 



JP10-161880-A ^ rf«L?ivis»«:-JiM 



OERWENT 



;;:;;;^?fS;(;i^;:;:E module of EMc123, LC11. and MC31 is 

performing the transmitting guarantee of a 

•i^M'^-i^^ communication message, and reservation of a 

i^^i ; i^:^^ transmission band. 

;:;:i:f4:;::;ai Moreover, when the message between each 

;:::;:<2^S^;^;i>f^ apparatus sends public key mutual to a 

communicative Initial stage to a message, 
scrambling In a message level Is performed In 

^l^i^ii^ji^^i^i^i^^ communication after It. 



;:;:|:o;:p;:6;i:^^ [0064] 

gt^^^ls:)^^^ (Example 5) 

FIG 18 is explanatory drawing of a system In 
case the local controller LC11 transmits the 
control result of EMb122 to the mobile computer 
ix it^ ji:^^^ MC 31 which is the apparatus of the system 

exterior, and a telephone TEL 41 . 



[0065] 

[[K^^ EMb122 is the sensing apparatus of the moving 

:it?:<tii$i^®^ body by an ultrasonic sensor. 

■^^^'^^Z^^iD^ Since this can be sensed when there are some 

;:fip^il!i;^?;^^ transfers of an object around this apparatus, 

^"^"^ this can be detected when there Is a trespasser 

MMP^^^ into a local-area or a house. 



"^Q^OM^ [0066] 

ixiM MC31 Is a portable mobile computer to which 

^i^ii^^^^ an electronic text Is made as for a transmitting 

and receiving of an E-mail with an encryption 
and the encryption module which can decode. 
A pay-statlon circuit and another network can be 
^i^^^^^ gone, and an E-mail can be received from the 
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local controller LC11 which Is the personal 
computer of user terminal. 

S^iitiitriii;::!:^^^^^ The local controller LC11 in a local-area or a 

house has a LAN board for communication, and 
i^^^M^MS^^P^:^^ 's installed in a local-area or a house, 

;:;:;:;ni:;tii;5;:t;;G;:i;: communication is possible using the 

communication medium of EMc122 and 10 
SiSi^l^^S;^ BASE-T which is the moving-body sensing 

W$^^fiii'^^^ apparatus which similarly cames the LAN board 

S-^^MS^'ii^iii:^;^^ for communication. 



i ld p e 7 i [0067] 

MMMM^i^^^ This Example describes the procedure of 

transmitting the alarm which the moving-body 
MMMMWiWi^ sensing apparatus emitted to MC31 and TEL41. 



::;;;;[;<p:;(?:;^;;8;:i;:; [0068I 

"^^MW^^MMW^^^ The moving-body sensing apparatus EMb122 
iMii^^^^^MM/^^ will transmit the message which added 

detection information to CP for moving-body 
PK^^\^^^iiiMLtz/ y± sensing apparatus of LC11 immediately, if a 

moving body is detected. 
■:i^M^^^:^ The user of LC11 set directly CP for the 

;:|^:^i^:©:d;P:^ movlng-body sensing apparatus of LC11 which 

W^^X^^0^^i^ received this information as LC11, or detection 

information is transmitted to the address and 
vi^i^ifflt^it^feii:^^ telephone number which were set up using the 

E-mail from remoteness. 



S1Q:;Q:;6;:;9;:]x [0069] 

;:ii:;i;:;9:fi:;:;::Ssi>?^ FIG. 19 shows the Content of the detection 

^;S:S!^S^S#^tf:^ information sent by the E-mail. 
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521 is the address of CP for moving-body 

W^^^^^^ sensing apparatus. 

■ 522 is the address of the user of a transmission 

destination. 

: : : The name of the owner to whom 523 gave the 

demand of the content and message of a 

xiiwjii^fsi^ message is described. 

In 524, it is showing having recognized the 

W^W^^^^ abnormal object at time showing to 525. 

: : i^t^*; Other action which CP perfonned is shown in 

526. 

At this point, the emergency call with a voice 
i^^:^-:^^ message is emitted to a fixed telephone 

•fi&M^ number, it is showing having sent the E-mail to 

the security firm. 



i -f: ff^^^^i^^ The message with a sound stores in the storage 

:::tP:/5>:^^^ medium the voice message which the user 

W^^^^^ recorded beforehand as an analog apparatus or 

an electronized file, and CP carries out a call to 

i^SiS^^ii^ the fixed telephone number beforehand 

: fcS/^)^ registered by the user, this voice message is 

'^Ml^^^ transmitted. 



Furthermore, it may implement with a 
■■i^^i^^ connection oriented type and which a 

connectionless communication fomn, and the 
;;!^VS:i^ above-mentioned procedure may be 

implemented combining both. 

Moreover, each communication management 
■^S^fl^^^ module of EMb122. LC11, and MC31 is 
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performing the transmitting guarantee of a 

;:W)S:^;v^;ii; :^^ communication message, and reservation of a 

transmission band. 

:;{M:i^;ii'(t:f7^ Moreover, when the message between each 

■fi^^^iW apparatus sends public l<ey mutual to a 

communicative initial stage to a message, 
^^^^^^^^ scrambling in a message level Is performed in 

• jffi^^ite Sli^t:^^ communication after it. 



^mmM^ [0072] 



: ; ; [ADVANTAGE of the Invention] 

W^^^^M^^ In this invention, a controlled device owns the 

M^^^ program which controls itself to its own internal 

apparatus beforehand, a control program is 
installed in a remote controller when entering 
^M^M^^ into a system. 

^^^^^^ It becomes unnecessary therefore, for a local 

'^■^^^^^M^ controller to have no control program of 

M^^i^^^^ controlled devices beforehand, 

i^fi^^i^r^^^ The management load of a remote controller 

decreases. 

^i^-M Since installation of a control program should 

perform only one time when a controlled device 
enters into a system, it can avoid the problem 
■MM^:^-^^ said that the problem or transmission band 

which are said that a network traffic becomes 
higher are not securable. 
The control program of a controlled device is 
! ix^ir^^ automatically installed in a remote controller by 

^^it^i^^ this, when a user connects a controlled device 

^^■i^ to a network, a controlled device can be 

iifi^ ti !): operated with the control program after that. 
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[0073] 

WBM^^i^K Moreover, in this invention, when the 

;:i<ae?c.^^ manufacturer of a controlled device etc. 

;:;7::&'c?^y^ updates a control program, a manufacturer 

manufacturer's remote controller installs the 
:;^;:;H:^y^ new control program in the local controller 

i^^Jli^^i^r^ which is controlling the controlled device 

W^'^M through WAN. 

:;S5;$iJ,^^ Therefore, a controlled device can always alter 

■^^"^^^^ the system of control into newest one. 

::f^:# j^:^#:f£ Or choosing of a control program is possible for 

B user made by reporting a user about the 
information on the new control program through 
;:^H:^:i^V::;:t^ the user interface of a local controller, 

':(&^ moreover, a user can control his taste to a 

;i;t:.-^^^:i;l';te^^ controlled device. 



>i|o:oi7:4l [0074] 

Moreover, in this invention, when each 

i^'ii©^^ apparatus of this invention uses an encryption 

system, it is guaranteed that neither various 
kinds of messages nor the content of the control 
program is altered, and the apparatus of the 

^i^^^ transmitting origin of information becomes clear. 

'^^^it^^^ It is incon-ect transmission of the message from 

an apparatus unrelated to a system, or a 
program by this, or a holder in bad faith makes 

^^Mff^^M unlawful access to a system impossible. 
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Sii^ii^S^^^ Moreover, it is a local controller in this invention, 

or a remote controller receives information, 
such as sensor information, directly from a 
controlled device, the received information is 

x; input into a control program, control information 

yt^M^i^^^ is acquired, the acquired control information is 

transmitted to a controlled device. 
The local controller which has a control capacity 

^-^MW^^M^^ by this, or with a remote controller, high degree 

close control of a controlled device can be 

W^imMMM^ performed. 



^^^^t^i^ Moreover, in this invention, when a remote 

isSff^^l^ controller and a moving-body terminal control a 

M^:^^^^^ controlled device through WAN and a local 

'^^M^S^pM controller, a service fimi and a user can control 

■-y^^ 3 remote shell controlled device. 



W:i:fy^O^MM [0077] 

W^ffi:^^ Moreover, a controlled device transmits 

;iixi;;^l!f!^^ maintenance management information to a 

^^^^^c^ local controller or a remote controller 

: ; ; ^r^y^^ autonomously and regularly in this invention, or 

a local controller or a remote controller gives the 
Siyiif^ command which transmits maintenance 

management infomiation to a controlled device 
■^'^^^^^ regularly, and a controlled device transmits 

; ixiiil^^^^ maintenance management information to this. 

^^i^^f^^ By this, a local controller or a remote controller 
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^^•^^'1^1?®^;?! V::>:fS:^ monitors the state of a managed apparatus 

continuously, since a user can be reported 

iiS'E^^^ t^ii- ;:!^^^ about the state as required, when a user is the 

abnormality of a product, and a stop made, the 
problem referred to as noticing a failure for the 
first time can be avoided. 



g;i:Q;:iQ;:7:;;8;;l:;^ [0078] 

MM^^^^'^f^ Moreover, a local controller transmits the 

;:^S?5^%:^'i^tt^?i:^^fe information sent from control information-ed to a 

?^:^^M^'<--^ pre-determined address by a user in this 

W^^MM^'^M^^ invention. 

i:i$o:i:;:i^:|Ti:fc By this, the service fimri and user of a remote 

>St place can always check the state of a controlled 

W^!^^M§^M^M^ device. 



[llffi^ifH^mi:; [BRIEF DESCRIPTION OF THE DRAWINGS] 



y:{mX:\^A [FIG 1] 

i iiSii^i^ Explanatory drawing of the system by which this 

: Invention in Example 1 is used. 



:>.:[i2i;2:Jx [Fia 2] 

Explanatory drawing of the local controller of 
WMf^^$^^ FIG. 1 In Example 1. 



MM> [FIG 3] 

felifeM; 1 5 Wl 1 (^Ml^M Explanatory drawing of the controlled system of 
^^>^M!0ii ■■ FIG 1 in Example 1 . 



J: : [fig 4] 
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y^!^Mf^^^y^^ The block diagram of the remote controller of 

FIG 1 in Example 1. 



5 1 [FIG 5] 

5 if^ The whole system block diagram at the time of 

new controlled-system entry in Example 1. 



::;:lii:6;;3g [FIG 6] 

:^^M;i;:li^>j^ The sequence diagram which shows the state 

of transmitting the newest control program in 
W^W^M^ Example 1. 



[P;^ 1 : [FIG 7] 

The system block diagram in the state where 
the failure emitted to the controlled system in 

^Xample 2. 



; ; IP i [fig 8] 

The sequence diagram of the procedure which 
detects a failure of the controlled system in 

: : : : : Example 2. 



: [ 0 S J : [FIG 9] 

:^MM^^^ The sequence diagram which shows the 

\-^^^:^!^tWlS^ procedure which shows failure information to 

" the user in Example 2. 



;:;;[:li::i;:;o;|^ [fig io] 

W^^^^^^ "The sequence diagram which shows the 

^^70M^MM procedure of performing the failure diagnosis in 

Example 2. 



g:rBi;:i:;i;:];;; [fig iij 

MM^'sM The sequence diagram which shows the 

procedure of the remote control in Example 3. 
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...W^W^':^ [FIG 12] 

The block diagram of the whole system in 

ii^^^iii;;:'"''" Example 4. 



x:|ia::i:::3:;):;: [FIG 13] 

Explanatory drawing of the E-mail in Example 4. 



::;:;[a:i:;:4:1::: [FIG 14] 

Explanatory drawing which enciphered the 

iiiitfijfit^ E-mail in Example 4. 



1121:1 5] [FIG 15] 

•illji^i^ Explanatory drawing of an E-mail in which the 

•^tSit^vfe;'^ control foam in Example 4 was described. 



:::;ll:;i:;:6;^ [FIG 16] 

Explanatory drawing of the E-mail as which the 
^SM^r^ user filled in the control foam in Example 4. 



: 1(21 1 7 ] ; [FIG 17] 

Explanatory drawing of the E-mail as which the 
■M^:-}^^^^ report of the control result ih Example 4 was 



;;;;:[:ia;:ixs;;i;;; [figib] 

jlTs^^ Explanatory drawing of the system by which the 

controlled system in Example 5 shows the state 
of transmitting a control result. 



Sli;!;:;?:;];;; [FIG 19] 

:;||jjSi0y;5 Explanatory drawing of the E-mail which shows 

iM\^W<^ the content of the detection information on the 

::!73tJiP|^ controlled system in Example 5. 



10/10/2003 



49/65 



(C) DERWENT 



JP10-161880-A 



THOiVISiOlSi 



OERWEMT 

[Description of Symbols] 

LAH... Local area network, wAN... Wide area 
network, IC... Local controller, eM... Controlled 
system, rC... Remote controller, pTA... Program 
transmission agent, mTA... Message 
transmission agent, cP... Control program 
I^C... Mobile computer, tEL... Telephone. 
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Fig. 2 

User interface module^116 

Encryption module^112 

Communication management module-111 



10/10/2003 



50/65 



(C) DERWENT 



JP10-161880-A 



:ligi;3;]:i;; 



B 3 



[FIG 3] 



THOfViSOfvj 



OERWENT 



1212:- 




i2ii: 





^12113: 


^-^12115 






IfTA 



12M2 : 



>I2111: 



Fig. 3 

Controlled-system main body-12121 

Encryption module-12112 

Communication management module-12111 



[FIG 1] 
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Fig. 4 

User interface module~216 

Encryption module-212 

Communication management module~211 
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Fig. 6 

Transmission of a broadcast message to LAN-411 
LC response-412 

Control-program Installation request-413 
Installation permisslon--414 
Control-program installation start^415 
Control-program installation completion-416 
Installation completion check-417 
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Information transmission of EMd-421 
RC response^422 

Control-program installation request-423 
Installation permission-424 
Control-program installation start-425 
Control-program installation completionM26 
Installation completion checkM27 



Fig. 8 

Transmission of sensor information-431 
Transmission of control information-432 
Transmission of sensor information--433 
Transmission of control lnformation-434 
Abnormality detection-435 
Fault detection request-436 
Fault detection retrieval-437 
Transmission of failure generating-438 
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Fault detection-441 

Transmission of failure generating~442 
Inquiry of a failure situation~443 
Transmission of a failure number-444 
A search of failure information~445 
Presenting of failure information~446 
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Fig. 10 



(Left-hand side) 
Fault detection~451 

Transmission of failure generatingM52 

Inquiry of a failure situation-453 

Transmission with unknown cause of a failure^454 



Remote test request-457 
Remote test responseM58 

Remote test message 
Remote test response message 
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Remote test message 
Remote test response message 

Remote test completion-467 

(Right-hand side) 

Remote test request-455 
Remote test response-456 

Remote test start^460 
Remote message-'461 
Remote test response message-462 

Remote test message--463 
Remote test response message~464 
Remote test completion-465 
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Fig. 11 



(Left-hand side) 

transmission of a broadcast message to LAN-471 
LC response-472 

Control-program Installation request~473 
Installation permission~474 
Control-program installation start-475 
Control-program installation completion~476 
Installation completion check~477 
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Remote control request~482 
Remote control response-483 

Remote control message 
Sensor information message 

Remote control message 
Sensor information message 

(Right-hand side) 

Transmission of the information on EMd~478 

RC responseM79 

Remote control request~480 

Remote control response--481 

Remote control start-484 
Remote control message-485 
Sensor information message-486 

Remote control message-487 
Sensor information message-489 
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